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TECHNICAL FIELD

[0001] The invention pertains to remote terminal service application

discovery.

BACKGROUND

[0002] Traditionally, application publishing involves installing and running

a published application on a local machine. This may be performed by an

administrator publishing packages that are subsequently downloaded and installed

on administrator specified client machines. Depending on the application software,

the hardware requirements for such a machine (the client) may be high. In

addition, the installation itself may take significant amount of time, resources, and

may even conflict with existing application installations.

[0003] In view of such conventional application publishing limitations,

terminal services may be used in distributed computing environments to provide a

thin client computing model to resources installed and executed in a corporate

intranet. Using terminal services (TSs) allows a remote computing device (i.e., a

client device that is outside of the intranet) to access an application installed on a

corporate server, execute the application on the corporate server, and display the

applications' user interface (UI) on the remote client. Since the application is

executed on the corporate server, TSs allow the remote client to take advantage of

corporate infrastructure resources independent of whether the remote client has

appropriate hardware and software to execute the resources locally on the client

device.
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[0004] An administrative entity, to configure a corporate intranet for

specific user, groups of users, and/or client device access to an application,

typically must install the application and specify explicit application access

policies and default/customized application behaviors. Since these corporate-

end preparations are performed in advance of end-user access to the resources,

these preparations generally do not negatively affect the final application use

experience of the remote client user. Yet, even in view of such corporate-end

preparations, the remote client user must still undertake substantially labor

intensive and time consuming procedures to determine what applications have

been authorized for user access, remotely access, and then execute the

application(s) installed in a corporate intranet via TSs.

[0005] For instance, today a user must set up a Virtual Private Network

(VPN) connection to the corporate network, start a remote client, enter the name

of the remote computer and the user's credentials, then use TSs to connect to a

desktop, and start applications from that desktop. To make matters worse, these

end-user activities must be performed by the consumer each and every time that

the user desires to remotely access the applications via TS services.

[0006] In view of these substantially labor intensive and time consuming

procedures that the remote client user typically needs to undertake to identify

available applications on a private network for subsequent remote TS execution,

the remote client user cannot seamlessly identify available corporate resources for

TS access.
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SUMMARY

[0007] Systems and methods of a Web service for remote terminal service

application discovery are described. In one aspect, a Web service in an Intranet is

provided. The Web service is coupled to a public network. The Web service

facilitates remote client computer discovery over the public network of

information corresponding to application(s) deployed on the Intranet. The remote

client computer is external to the Intranet. The application(s) are configured for

terminal server based access for a user of the remote client computer.

BRIEF DESCRIPTION OF THE DRAWINGS

[0008] In the figures, the left-most digit of a component reference number

identifies the particular figure in which the component first appears.

[0009] Fig. 1 illustrates an example of a suitable computing environment on

which the subsequently described systems, apparatuses and methods for a Web

Service for remote application discovery may be fully or partially implemented.

[0010] Fig. 2 shows an exemplary procedure for a public network service

for remote application discovery.

[0011] Fig. 3 shows exemplary component data flow for a remote client

computer to discover remote applications installed on an office computer 102 in a

local area network. The remote application discovery is accomplished via a Web

service that is accessed via a public network such as the Internet.

[0012] Fig. 4 shows an exemplary procedure to enumerate and present

applications installed for terminal server access on an Intranet to a user of a client

computing device that is external to the Intranet.
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DETAILED DESCRIPTION

Overview

[0013] The following described systems and methods for a Web Service for

remote application discovery substantially simplify a remote client's experience

when accessing applications for terminal service execution by a server on an

organizational intranet. One reason for this simplified access is because the

systems and methods discover applications that have been configured for remote

access across any number of corporate intranet application installation points. To

this end, the systems and methods allow an organizational entity to publish remote

applications using a variety of information source mechanisms and then provide a

single aggregated view of the applications to remote clients over the Internet.

Such application publishing is referred to as Remote Application Publishing

(RAP). Remote client computer device discovery of applications that have been

published via RAP for access by a user, group of users, and/or a specific

computing device is referred to as remote application discovery.

[0014] More specifically, an entity in an organizational intranet installs, or

deploys some number of applications on servers and/or end-user computing

devices in the corporate intranet. For instance, an administrative entity may install

an application on a corporate server for remote TS-based access. The

administrative entity uses RAP to create associations between the

deployed/applications and specific user(s), group(s) of users, and/or specific client

computing device(s). These associations are then stored in one or more

databases/information sources. Such databases include, for example, Systems

Management Server (SMS) and/or a directory service (databases). In another
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example, a user of a computer (e.g., a general purpose computer, workstation, etc,)

in the intranet uses RAP to specify that an application deployed on the computer is

to be available for remote TS-based access by the user.

[0015] A remote client device, independent of whether it is outside of the

corporate firewall, connected to the corporate network over a Virtual Private

Network (VPN), and/or so on, discovers these applications via a novel RAP Web

Service (RWS) deployed on a public network such as the Internet. In one

implementation, an end-user of the remote client device uses a Web browser or

user interface shell to discover/enumerate each application associated with the

remote client device or the end-user. Responsive to receiving the RAP discovery

request, the RWS queries the databases to identify each application associated

with the remote client device or a single user associated with the remote client

device. RWS hides the details of the protocols for communicating with each of

the different databases being queried for applications.

[0016] After identifying one or more applications configured for remote

client TS-based access by the user, and independent of the number and types of

installation points associated with the applications, the RWS aggregates each

identified application and its intranet installation point into a single comprehensive

list of applications. The aggregated list is sent to the requesting remote client

device for presentation, for instance, as shortcuts in a user interface (UI) shell, a

Web browser window, and/or so on. Since the presented shortcuts represent an

aggregate of the remotely deployed applications over one or more application

sources, it is completely transparent to the end-user whether the RAP shortcuts are

coming from a single source (installation point) or from multiple disparate
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information sources. In this manner, authorized users may seamlessly discover

and use applications deployed on terminal server (TS) farms and/or on their office

computer from a remote location. By presenting such shortcuts via UI shell

improvements, the end user is provided with seamless TS-based access to

corporate resources deployed across any number of remote servers and/or

desktops.

[0017] These and other aspects of the systems and methods for a Web

Service for remote application discovery are now described in greater detail.

An Exemplary System for Remote Application Discovery

[0018] Turning to the drawings, wherein like reference numerals refer to

like elements, the invention is illustrated as being implemented in a suitable

computing environment. Although not required, the invention is described in the

general context of computer-executable instructions, such as program modules,

being executed by a personal computer. Program modules generally include

routines, programs, objects, components, data structures, etc., that perform

particular tasks or implement particular abstract data types.

Installing Applications on an Organizational Intranet for Remote Discovery

[0019] Fig. 1 illustrates an example of a suitable computing

environment 100 on which the subsequently described systems, apparatuses and

methods for a Web Service for remote application discovery may be fully or

partially implemented. Environment 100 includes a general purpose computing

device in the form of an office computer 102 for associating application(s) 104

(e.g., 104-1 and 104-2) with a specific user(s), group(s) of users, and/or remote
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client computing device(s) 106. The office computer is behind a corporate

firewall 108-1 in an intranet. In this implementation, the intranet includes sub-

network 110 that sits between a trusted internal network—LAN 112—and an

untrusted external network 113 such as the Internet. Sub-network 110 is a

demilitarized zone (DMZ) delineated by firewalls 108-1 and 108-2. Sub-

network 110 includes RAP Web server 114 for aggregating terminal services

remote application information/shortcuts from multiple sources so that they can be

enumerated by a user of a remote client device 106 over the Internet.

[0020] Application(s) 104 are deployed and published on one or more

installation points of the LAN 112. For example, applications 104-1 have been

published on one or more office computer(s) 102, and/or applications 104-2 have

been published on one or more application server(s) 1 16. To publish an

application 104-1 on an office computer 102, a user of the office computer 102

interfaces with RAP wizard 1 18 for personal publishing. The RAP wizard allows

the user to specify the application to be published and generate map 120. Map 120

associates each office computer 102 to the specific user. Map 120 is subsequently

utilized to provide the user with remote application discovery to published

applications 104-1 for subsequent remote terminal server (TS) access by the user,

as described below.

[0021] To publish an application 104-2 on an application server 116, an

administrative entity uses a system policy editor or other administrative

application to associate a specific user(s), group(s) of users, and/or remote client

device(s) 106 to respective ones of the applications 104-2. The administrative

entity uses the installation package installer (e.g., MSI) wizard 1 19 to generate an
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installation package (e.g., installation packages 121-1 through 121-3). An

installation package 121 contains information about an application 104-2

sufficient to point to an installation point on one or more application servers 116.

For instance, in one implementation, each installation package 121 specifies, a

name of an application 104-2 and the name of the application server 116 (e.g.,

alias, IP address, etc.).

[0022] Installation packages 121, when associated with application(s) 104

published on an office computer 102 and/or application server(s) 116, may be

stored on one or more databases (information sources). Any number of databases

using any type of database access technology (e.g., LDAP, etc.) as a function of

the specific architectural implementations of the LAN 112 can be used to store

installation packages 121. In one implementation, installation package 121 is

stored on a database as installation package 121-1 associated with a directory

service 122 of a domain controller (not shown). In another implementation,

installation package 121-1 is stored as installation package 121-2 on database 126

managed via Systems Management Server (SMS) 128. The directory service 122

and SMS 128 provide respective network services to identify LAN 1 12 resources,

and make them accessible to users and applications.

[0023] For instance, the directory service 122 includes per-user information

such as the list of published applications 104, as well as other information, such as

firewall 108 navigation configuration(s). Although application(s) 104 published

on an office computer 102 may be stored on one or more databases, these office

computer mappings 120-1 may also be stored only on the associated office

computer 102.

Lee & Hayes, PLLC

(509) 324-9256

8 Atty Docket No. MS1-1786US



The RAP Web Server Service

[0024] Referring to Fig. 1, RAP Web server 114 aggregates terminal

services remote application information/shortcuts from multiple sources so that

they can be enumerated by a user of a remote client device 106 over the Internet.

To this end, the RAP Web server 114 includes RAP Web service (RWS) 130 for

receiving a discovery request 132 from a remote client device 106, for instance

using Simple Object Access Protocol (SOAP)—a known lightweight protocol

intended for exchanging structured information in a distributed environment. Since

the discovery request 132 communicated to the RWS 130 via SOAP, the remote

client 106 does not need to establish a Virtual Private Network (VPN) connection

to the LAN 1 12 to obtain results of discovery request 132, as described below.

[0025] In this implementation, the RWS 130 utilizes an Internet Information

Server (not shown) for services such as authentication, threading, and HTTP

handling.

[0026] Responsive to receiving the remote application discovery request,

the RWS 130 interfaces with each of multiple possible intranet remote application

information source accessor modules 134 (e.g., modules 134-1 through 134-3) to

generate an aggregate list of discovered remote applications (aggregate list 136).

Each accessor module 134-1 through 134-3 is designed to interface with a

particular type of data source, or database via implemented application

programming interfaces (APIs) and sequences of operation configured to

communicate with the particular data source. There may be any number of

accessor modules 134 as a function of the desired deployment of
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application(s) 104 for Internet TS-access, and as a function of the particular

architectural implementation of the LAN 112.

[0027] In this manner, an administrator of LAN 112 can use any number

and combination of methods to publish applications 104. For example, in a

corporate environment, an administrator may choose to use Software Update

Services (SUS) technology in conjunction with a directory service 122 to publish

r
applications 104. Another method could be Systems Management Server (SMS).

In a Roaming environment, a user could publish his applications to a central

location on a personal office computer 102, or could simply use a corporate

identity to publish applications in a directory service 122. In a home environment,

a home-user could publish applications using a known service bus technology.

[0028] In this implementation, for example, accessor modules 134 include

SMS accessor 134-1, directory service accessor 134-2, and workstation

accessor 134-3. The SMS accessor 134-1 sends a get applications request 138

("request") to the SMS Server 128, for example, via HTTP. Responsive to

receiving a get request 138, the SMS server evaluates mapping 120-3 to determine

whether the user of the remote client 106 is associated with any applications 104

deployed within the domain of the SMS server 128. If so, the SMS server sends a

get application response 140 ("response") identifying the associated

application(s) 104 and their respective installation point(s)—e.g., computer(s) 102,

application server(s) 116, etc.—back to the SMS accessor, which in turn, returns

the response 140 to the Web service 130.

[0029] In one implementation, a remote application discovery response 140

is a text file (e.g., XML, RDP, and/or the like) including parameters that are useful
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to determine where the actual application 104 resides. Such parameters include,

for example, a server name, an application path, redirection settings, file

extensions associated with the remote application 104, etc.

[0030] For purposes of simplicity of discussion and representation, a single

get application(s) request 138 and a single get application response 140 is shown.

That is, single request 138 and single response 140 represent respective get

requests and responses from respective ones of the accessor modules 134,

although separate get requests 138 and get responses 140 showing a respective get

application request and get application response from each type of accessor

module 134 could also have been shown.

[0031] In this implementation, directory service accessor (DSA) 130-2

interfaces with the directory service 122, which in this example, is Active

Directory ®. The DSA sends a respective get applications request 138 to the

directory service 122, for example, using LDAP—a common protocol for

interfacing with a directory service. Responsive to receiving request 138, the

directory service evaluates installed application-to-user mapping 120. This

evaluation determines whether the user of the remote client device 106 is

authorized / associated with specific ones of the applications 104. Results of this

evaluation, including respective installation point(s) of any such applications 104,

are returned to the Web service 130 by the directory service 122 as a respective

response 140.

[0032] Personal computer (PC) accessor 134-3 enumerates

applications 104-1 installed for Internet-based remote application discovery on an

office computer 102 on LAN 112. To this end, PC accessor 134-3 identifies the
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Intranet address of the office computer 102—the office computer having been

assigned to the user of the remote computing device 106. To this end, the PC

accessor 134-3 communicates a get resource request 139 to directory service 122.

The get resource request 139 indicates corporate identity of the user; the corporate

identity being set-up in advance by an administrative entity on LAN 112 and

subsequently determined by RAP setup module 148
5
as described in greater detail

below. Responsive to receiving the get resource request 139, the directory service

identifies the Intranet address (not shown) of the user's office computer 102 (e.g.,

an IP address, NAT-based address, alias, and/or the like). The directory service

communicates the network address back to the PC accessor module 134-3.

[0033] In one implementation, the remote computing device 102 of the user

is not connected or otherwise "tunneled" (via a VPN connection) into the Intranet

of LAN 112 when the get resource request 139 is communicated the directory

service 122. Instead, the RWS 130 acts as an intermediary by communicating

with directory service 122. In this implementation, the get resource request 139

may be communicated via LDAP, or some other appropriate protocol.

[0034] Responsive to receiving the Intranet address of the user's office

computer 102, PC accessor 134-3 sends a respective get applications request 138

to RAP Web service 142—the RAP Web service 142 is deployed on the user's

office computer 102. In one implementation, the get applications request 138 is

communicated via SOAP.

[0035] Responsive to receiving a respective get application(s) request 138,

Web service 142 interfaces with directory services 122 to retrieve

information associated with the application(s) 104 installed on LAN 112 that
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correspond to the user's office computer. Web service 142 interfaces with shell

accessor 144 to identify installed application(s) 104-1 on the desktop/shell of the

user's office computer 102. Techniques for identifying applications installed on a

computer, for instance, via an operating system service, are known. This

information includes respective installation point(s) of any such applications 104-1

installed on the user's desktop/workspace and any information needed to execute

the application(s) via a TS client session with the remote client device 106. This

information is returned to RWS 130 by the directory service 122 as a respective

get application(s) response 140.

[0036] RAP Web service (RWS) 130 receives response(s) 140 from

respective ones of the accessor module(s) 134. The RWS 130 generates aggregate

list 136 from the data included in the received response(s) 140. RWS 130 sends

aggregate list 136 to the remote client device 106 that initiated the remote

application discovery request 132. In one implementation, the aggregate list is

communicated to the remote client device 106 via SOAP/HTTP. Additionally,

although list 136 is referred to as an aggregate list, the respective get application

responses 140 need not be combined to form an aggregate, but might also be

communicated as list(s) 140 comprising discovered installed application(s) 104

information from one or more the data sources (e.g., server(s), office computer(s),

and/or the like).

[0037] Fig. 2 shows an exemplary procedure 200 for a public network

service for remote application discovery. For purposes of discussion and

illustration, the operations of Fig. 2 are described with respect to corresponding
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components of Fig. 1. (In the figures, the left-most digit of a component reference

number identifies the particular figure in which the component first appears.)

[0038] At block 202, a remote application discovery request (RADR) 132

(Fig. 1) is received by the RAP Web Server (RWS) 130 from a remote client

computing device 106. As described above, the RWS 130 is located in an Intranet

such as LAN 112. The remote client computing device 106 is external to the

LAN 112. For instance, in one implementation, the remote client 106 is coupled

to the RWS 130 across a public external network 113 such as the Internet.

[0039] At block 204, the RWS 130 requests application data from one or

more information sources deployed on the Intranet. Such a request may be made

via respective message(s) 138. In one implementation, the RWS 130 send one

message 138 to each respective data source. The application data corresponds to

application(s) 104 installed and associated with the user of the remote computing

device 106. The information sources include, for example, office computers 102,

directory services 122, and/or SMS server 128.

[0040] In one embodiment, the remote application discovery request 132

indicates the one or more data sources of interest as well as a local login and/or a

corporate identity of the user of the remote computing device 106. For instance,

the request 132 may indicate that applications 104-1—those installed on an office

computer 102 associated with the user—are to be discovered. A corporate identify

corresponds to the user's identify on the LAN 112.

[0041] At block 206, the RWS 130 receives the requested application data,

for instance, via respective response(s) 140 from respective ones of the data

sources on the Intranet. At block 208, the RWS 130 communicates the application
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data (e.g., via message(s) 136) to the requesting client device 102, and in

satisfaction of the remote application discovery request 132 sent to the RAP Web

server 114.

[0042] We now describe exemplary aspects of the remote client computing

device 106.

The Remote Client Device

[0043] The following described components allow remote client device 106

to automatically enumerate (via a public network) applications for remote access

that are installed on the user's office computer 102 in the end-user's office on a

private Intranet. In this embodiment, remote client computing device 106

("remote client") includes wizard 146 for gathering user credentials (e.g.,

corporate identity), and using received configuration data to configure the remote

client 106 for TS access and to initiate remote application discovery via the

RWS 130. Wizard 146 provides roaming plug-in services for determination of a

roaming knowledge worker environment. It communicates with the RAP Web

service 130 to get the list of remote applications 104 published to the user. For

instance, wizard 146 obtains user credentials for access to LAN 112. Wizard 146,

via RAP setup module 148, sends these credentials to the RAP wizard 1 18 of the

user's office computer 102. RAP wizard 118 sends these credentials to the remote

client configuration (RCC) module 150 for verification of user access to the

LAN112 (e.g., via an enterprise authentication service). If the user is authorized

to access LAN resources, the RAP wizard 118 communicates message 152

including LAN access authorization and a location of an outward-facing RAP

Web server (RWS) 1 14 to RAP setup module 148.
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[0044] Once the user of the remote client 106 has been authorized for

LAN 1 12 access, wizard 146 sends discover remote applications request 132 to the

RAP Web service (RWS) 130. As indicated above, the Internet address/URL of

the RWS 130 is identified in the message 152 and/or identified in some other

manner, such a via a configuration script executed on the remote client. As

described above, responsive to receiving the discovery request, 132, the RWS 130

invokes one or more accessor 134 to interrogate respective data sources on the

LAN to identify application(s) 104 associated or otherwise published for user TS

access. The RWS returns this information to the wizard 146 as aggregated

list 136.

[0045] Wizard 146 communicates aggregated list 136 to the RAP client

worker 154, which takes newly discovered remote applications and presents them

to the user, through shell 156. In one implementation, shortcuts 158 representing

the applications 104 identified in the aggregated list 136 are presented to the user.

In this example, each shortcut 158 is a file that points to a respective

application 104 on an installation point ofLAN 112. The shortcut(s) 158 allow a

user to conveniently access files stored on the LAN 112 via TSs provided by TS

client 160.

[0046] Rap spawner 162 component triggers TS client 160 when the user

chooses to start an application 104 associated with a shortcut 158. When the RAP

spawner is used, shell items (respective ones of shortcuts 158) are refreshed by

shell component 156. For example, when a sub-component for the current

environment determines that a remote application 104 has been unpublished or

updated, it notifies the RAP client worker 154, and the RAP client worker 154
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handles the deletion or update of desktop shortcuts on behalf of the sub-

component.

[0047] Fig. 3 shows exemplary component data flow for a remote client

computer 106 to discover remote applications 104-1 installed on an office

computer 102 in a LAN 112. The remote application discovery is accomplished

via a Web service that is accessed via a public network 113 such as the Internet.

For purposes of discussion and illustration, the operations of Fig. 3 are described

with respect to corresponding components of Fig. 1. In the figures, the left-most

digit of a component reference number identifies the particular figure in which the

component first appears. For instance, components 122, 130, 134-3, 142, and 144

were first introduced above with respect to Fig. 1. The vertical lines, which

intersect respective ones of the components, are used to indicate receipt of certain

messages and corresponding responses, as now described with respect to data

flows 302 - 322, each of which are illustrated as directional arrows and each of

which illustrate destination and/or origination to/from a particular component.

[0048] Directional arrow 302 shows a data flow to the RAP Web

service 130. Data flow 302 corresponds to a request for remote application

discovery. Remote application discovery request 132 of Fig. 1 is illustrative of

such a request. In this example, the request indicates that applications 104-1,

which are installed on a remote client computer 104 associated with a specified

user, are of significance for discovery. Responsive to this request, and as shown

by data flow 304, RAP Web server 130 communicates a respective get

applications request 138 to an office computer accessor such as PC accessor 134-

3. In this example, the get applications request does not identify the user's
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corresponding office computer 102. Thus, the PC accessor interrogates directory

service 122 of LAN 112 for this user specific resource data—this is shown via

data flow 306, which is directed to obtaining the network address for the user's

computing device 102 via a Domain Name Service (DNS). This Intranet specific

resource data is communicated back to the PC accessor 134-3 by the directory

service 122 as shown by data flow 308.

[0049] At this point, the RAP Web service 130 has the network address

associated with the user's computer device 102. Using this network address, the

RAP Web service 130 of the RAP Web server 114 communicates a get

applications request to RAP Web service 142—this Web service 142 is executing

on the user's office computer 102. As shown by data flow 310, this get application

request bypasses directory service 122. The Web service 142, responsive to

receiving the request, interfaces with shell accessor 144, which is also executing

on the user's office computer 102. This interface is represented by data flow 312.

The shell accessor 133 determines if the user or other administrative entity has

deployed any application(s) 104-1 on the computer 102 that have been marked for

remote client Internet discovery and for subsequent TS execution. In one

implementation, the shell accessor is a computer program provided by an

operating system. The shell accessor 144 enumerates the application(s) 104-1

installed on the user's computing device 102, returning this information through

respective ones of the components, as shown by data flows 314 - 320, eventually

reaching the remote computing device 106, as shown by data flow 322.

[0050] Fig. 4 shows an exemplary procedure 400 to enumerate and present

applications installed for terminal server access on an Intranet to a user of a client
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computing device 102 that is external to the Intranet. For purposes of discussion,

the operations of Fig. 4 are described with respect to corresponding components of

Fig. 1. At block 402, the remote client computing device 102 sends a remote

application discovery request 132 to the RAP Web server 130 of the RAP Web

service 1 14. In one implementation, the request 132 indicates that the user of the

remote client device 102 is interested in receiving information corresponding to

applications 104 installed on one or more specific installation points across the

LAN 112. That is, individual ones and/or types of data sources of interest may be

specified in the remote application discovery request.

[0051] At block 404, the remote client device 102 receives a discovery

response 136 from the RAP Web service 130 identifying the installed

applications 104 across one or more data sources deployed in a private Intranet.

Such data sources include, for example, user workstation(s) (e.g., office

computer 102) and various installation points that may be accessed via a directory

service 122, an SMS server 128, and or any other type of information source

deployed on LAN 1 12.

[0052] At block 406, the remote client device 106 presents shortcuts 158 to

these installed application(s) 104 to the user—the shortcuts are generated from

information extracted from the one or more responses 136. The presentation of

these discovered remote applications is seamless, meaning that shortcuts to

respective ones of the application(s) 104 are presented independent of their

respective data sources, for instance, on a desktop of the remote computing

device 106, via a "start" menu, on a Web page accessed by the user via a

browser 104, or in some other user interface. The seamless presentation represents
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a merged view that is presented to the end-user for all applications for which they

have access, where these application may be associated with multiple network

identities and may come from multiple different sources.

[0053] The user can select any of the presented shortcut(s) 158 to launch an

associated application 104, remotely via known terminal services, for instance, via

a TS Proxy (not shown) for receiving HTTP, converting it to a Remote Desktop

Protocol (RDP) , or equivalent, and forwarding to an appropriate terminal server

(not shown) in LAN 1 12. Accordingly, when the application 104 executes on the

remote installation point, the user experience is virtually identical to the

experience had the application been installed locally at the remote client

device 106 (e.g., there is full integration of audio, client-side printing devices, the

taskbar, and so on).

[0054] In one implementation, the operations of block 406 are performed

via respective interfaces between Wizard 146, RAP client worker 156, shell 156,

and/or RAP spawner 162, as already described.

Exemplary Operating Environment

[0055] Fig. 5 illustrates an example of a suitable computing environment

500 on which the subsequently described systems, apparatuses and methods for a

Web service for remote application discovery may be implemented (either fully or

partially). Exemplary computing environment 500 is only one example of a

suitable computing environment and is not intended to suggest any limitation as to

the scope of use or functionality of systems and methods the described herein.

Neither should computing environment 500 be interpreted as having any

Lee & Hayes, PLLC

(509) 324-9256

20 Atty Docket No. MS1-1786US



dependency or requirement relating to any one or combination of components

illustrated in computing environment 500.

[0056] The methods and systems described herein are operational with

numerous other general purpose or special purpose computing system

environments or configurations. Examples of well known computing systems,

environments, and/or configurations that may be suitable for use include, but are

not limited to, personal computers, server computers, multiprocessor systems,

microprocessor-based systems, network PCs, minicomputers, mainframe

computers, distributed computing environments that include any of the above

systems or devices, and so on. Compact or subset versions of the framework may

also be implemented in clients of limited resources, such as handheld computers,

or other computing devices. The invention is practiced in a distributed computing

environment where tasks are performed by remote processing devices that are

linked through a communications network. In a distributed computing

environment, program modules may be located in both local and remote memory

storage devices.

[0057] With reference to Fig. 5, an exemplary system for remote application

discovery includes a general purpose computing device in the form of a computer

510. The following described aspects of computer 510 are exemplary aspects of

the office computer 102 of Fig. 2, the RAP Web server 114 of Fig. 2, and/or the

remote client computing device 106 of Fig. 2. In view of this, components of

computer 510 may include, but are not limited to, a processing unit 520, a system

memory 530, and a system bus 521 that couples various system components

including the system memory to the processing unit 520. The system bus 521 may
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be any of several types of bus structures including a memory bus or memory

controller, a peripheral bus, and a local bus using any of a variety of bus

architectures. By way of example, and not limitation, such architectures include

Industry Standard Architecture (ISA) bus, Micro Channel Architecture (MCA)

bus, Enhanced ISA (EISA) bus, Video Electronics Standards Association (VESA)

local bus, and Peripheral Component Interconnect (PCI) bus also known as

Mezzanine bus.

[0058] A computer 510 typically includes a variety of computer readable

media. Computer readable media can be any available media that can be accessed

by computer 510 and includes both volatile and nonvolatile media, removable and

non-removable media. By way of example, and not limitation, computer readable

media may comprise computer storage media and communication media.

Computer storage media includes volatile and nonvolatile, removable and non-

removable media implemented in any method or technology for storage of

information such as computer readable instructions, data structures, program

modules or other data. Computer storage media includes, but is not limited to,

RAM, ROM, EEPROM, flash memory or other memory technology, CD-ROM,

digital versatile disks (DVD) or other optical disk storage, magnetic cassettes,

magnetic tape, magnetic disk storage or other magnetic storage devices, or any

other medium which can be used to store the desired information and which can be

accessed by computer 510.

[0059] Communication media typically embodies computer readable

instructions, data structures, program modules or other data in a modulated data

signal such as a carrier wave or other transport mechanism and includes any
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information delivery media. The term "modulated data signal" means a signal that

has one or more of its characteristics set or changed in such a manner as to encode

information in the signal. By way of example, and not limitation, communication

media includes wired media such as a wired network or direct-wired connection,

and wireless media such as acoustic, RF, infrared and other wireless media.

Combinations of the any of the above should also be included within the scope of

computer readable media.

[0060] System memory 530 includes computer storage media in the form of

volatile and/or nonvolatile memory such as read only memory (ROM) 531 and

random access memory (RAM) 532. A basic input/output system 533 (BIOS),

containing the basic routines that help to transfer information between elements

within computer 510, such as during start-up, is typically stored in ROM 531.

RAM 532 typically contains data and/or program modules that are immediately

accessible to and/or presently being operated on by processing unit 520. By way

of example, and not limitation, Fig. 5 illustrates operating system 534, application

programs 535, other program modules 536, and program data 537.

[0061] The computer 510 may also include other removable/non-

removable, volatile/nonvolatile computer storage media. By way of example only,

Fig. 5 illustrates a hard disk drive 541 that reads from or writes to non-removable,

nonvolatile magnetic media, a magnetic disk drive 551 that reads from or writes to

a removable, nonvolatile magnetic disk 552, and an optical disk drive 555 that

reads from or writes to a removable, nonvolatile optical disk 556 such as a CD

ROM or other optical media. Other removable/non-removable,

volatile/nonvolatile computer storage media that can be used in the exemplary

Lee & Hayes, PLLC

(509)324-9256

23 Atty Docket No. MS1-1786US



operating environment include, but are not limited to, magnetic tape cassettes,

flash memory cards, digital versatile disks, digital video tape, solid state RAM,

solid state ROM, and the like. The hard disk drive 541 is typically connected to

the system bus 521 through a non-removable memory interface such as interface

540, and magnetic disk drive 551 and optical disk drive 555 are typically

connected to the system bus 521 by a removable memory interface, such as

interface 550.

[0062] The drives and their associated computer storage media discussed

above and illustrated in Fig. 5, provide storage of computer readable instructions,

data structures, program modules and other data for the computer 510. In Fig. 5,

for example, hard disk drive 541 is illustrated as storing operating system 544,

application programs 545, other program modules 546, and program data 547.

Note that these components can either be the same as or different from operating

system 534, application programs 535, other program modules 536, and program

data 537. Operating system 544, application programs 545, other program

modules 546, and program data 547 are given different numbers here to illustrate

that they are at least different copies.

[0063] A user may enter commands and information into the computer 510

through input devices such as a keyboard 562 and pointing device 561, commonly

referred to as a mouse, trackball or touch pad. Other input devices (not shown)

may include a microphone, joystick, game pad, satellite dish, scanner, or the like.

These and other input devices are often connected to the processing unit 520

through a user input interface 560 that is coupled to the system bus 521, but may
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be connected by other interface and bus structures, such as a parallel port, game

port or a universal serial bus (USB).

[0064] A monitor 591 or other type of display device is also connected to

the system bus 521 via an interface, such as a video interface 590. In addition to

the monitor, computers may also include other peripheral output devices such as

speakers 597 and printer 596, which may be connected through an output

peripheral interface 595.

[0065] The computer 510 operates in a networked environment using

logical connections to one or more remote computers, such as a remote computer

580. The remote computer 580 may be a personal computer, a server, a router, a

network PC, a peer device or other common network node, and typically includes

many or all of the elements described above relative to the computer 510, although

only a memory storage device 581 has been illustrated in Fig. 5. The logical

connections depicted in Fig. 5 include a local area network (LAN) 571 and a wide

area network (WAN) 573, but may also include other networks. Such networking

environments are commonplace in offices, enterprise-wide computer networks,

intranets and the Internet.

[0066] When used in a LAN networking environment, the computer 510 is

connected to the LAN 571 through a network interface or adapter 570. When used

in a WAN networking environment, the computer 510 typically includes a modem

572 or other means for establishing communications over the WAN 573, such as

the Internet. The modem 572, which may be internal or external, may be

connected to the system bus 521 via the user input interface 560, or other

appropriate mechanism. In a networked environment, program modules depicted
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relative to the computer 510, or portions thereof, may be stored in the remote

memory storage device. By way of example, and not limitation, Fig. 5 illustrates

remote application programs 585 as residing on memory device 581. The network

connections shown are exemplary and other means of establishing a

communications link between the computers may be used.

Conclusion

[0067] Although the invention has been described in language specific to

structural features and/or methodological operations or actions, it is to be

understood that the invention defined in the appended claims is not necessarily

limited to the specific features or actions described. Rather, the specific features

and actions are disclosed as preferred forms of implementing the claimed

invention.
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